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Step up to stamp out scams in your community



• The NTS Scams Team
• The Scams
• The Criminals
• The Victims
• Language
• Practical tips

Agenda



What we do in the Scams Team



The Scams



Scams cost the UK economy £5-10 billion a year and have devastating 
effects on those who are targeted. 

Although anyone can be a victim of a scam, the average age of victims 
identified from victim lists seized by the National Trading Standards Scams 
Team is 76.

Scam victims might not always admit (or be aware) that they are a victim of a 
scam. Only 5% of victims report the crime (Age UK, 2015).

Fraud now accounts for more than 40% of all crimes, but only 1-2% of 
police resources are allocated to fraud.

Key facts about scams



Postal Telephone

Doorstep Online

Types of scams



Type 1: Postal Scams

Clairvoyant/psychicLottery

Advance fee

Catalogues

HealthInheritance



Example: Advance Fee Scam



Example: Clairvoyant Scam



Type 2: Telephone Scams

SMS scamsImpersonation

White goods cover Pension scamsTech support



Examples: SMS Scams



Type 3: Doorstep Scams

Fake products or 
services

Distraction burglaryRogue traders



Example: Rogue Trader



Type 4: Online Scams

Social media

Subscription scams

Scam emails/phishing

Fake productsRomance scams



Examples: Phishing Scams



Examples: Social Media Scams



The Criminals



Identifying a victim

Social Media

Victim Lists/Data 
Sharing

Random

Targeted



Engaging with a victim

Legitimacy

Personalisation Secrecy

Language and 
grammar



Criminals are experts at using befriending and grooming techniques to lure 
their victims.

HelpfulAppearing 
legitimate

CharmingFriendly

Persuasive Persistent

Threatening IntimidatingAggressive

They start like this and quickly move to this

Tactics used by criminals





The Victims



Criminals prey on vulnerability

Situational Marketplace

Work Relationships

Health Loneliness

Switching 
providers

New products

New services
One off 

purchases



Incentives Trust Urgency

Why do people respond to scams?



Criminals target the 
victim. 

Victim responds to 
scam.

Personal details 
added to a victim’s 

list. 

Victim receives more 
scams.

Victim loses money.

Cycle of Victimisation



Increased Debts

Consequences of being a victim

Poor mental, 
physical or 

emotional health

More likely to end 
up in care

Damaged 
relationships

Repeat 
victimisation

Attempt to, or 
take own life



Language



We can silence people with our words, 
blaming, shaming and judgements.

We must change how we talk to scam 
victims.



Language we shouldn't use with or about 
victims of fraud and scams 

“Too good 
to be true” 

“Fooled 
into 

thinking”

“Scammer”

“Swindled” “Fell for it”



Language we should use with or about 
victims of fraud and scams 

“Criminals” 

“Manipulation”

“Become a 
victim of”

“Power 
and 

control” 

“Grooming”



Practical tips



Reporting and Advice



• Mail Redirection Service - Royal Mail

• Mail Preference Service - https://www.mpsonline.org.uk/

• Destroy/remove post

• Become a Scam Marshal -

https://www.friendsagainstscams.org.uk/scammarshals

Practical tips: Postal Scams



• Telephone Preference Service -

https://www.tpsonline.org.uk/

• Call blockers

• Phone stickers – reminders for the resident

• Forward scams texts to 7726

Practical tips: Telephone Scams



• Password system with utility companies

• Home security – cameras (or dummy cameras), checking 

through the porch

• Trusted contact – a neighbour or family member

• Doorstep stickers – www.friendsagainstscams.org.uk/NCC

• Trusted Trader schemes 

Practical tips: Doorstep Scams



• Forward emails to report@phishing.gov.uk

• Passwords

• Personal information stays personal

• Check a website - www.getsafeonline.org/checkawebsite/

Practical tips: Online Scams



Thank you for listening!

Any questions?

friendsagainstscams@surreycc.gov.uk


